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SCOPE OF ACTIVITY:
“INFORMATION SECURITY

Igor ZHUK, Vayar

F SOLUTIONS

A 0CNap1BaTh HEOHXOAUMOCTb Few people today would question the need
to develop reliable information security
systems. Belarus’ AGAT — Control Systems
JSC, management company of the Geo-
information Control Systems Holding pays
great attention to the issue.

AGAT — Control Systems is well known
due to its products. Its automation sys-
tems are in the inventory of the Belarusian
Armed Forces, supplying commanders
of all levels with the real time data ex-
change capability, which enables prompt
and efficient command and control over
troops. During exercises, the automation
systems allow the commanders to take

the right steps in a rapidly changing en-
vironment. C4ISRs of command posts con-
stantly receive via communication chan-
nels streams of special information, which
must be secured. For this reason,

peacTsa ang w ly sophisticated data security solutions are be-
ing developed.

“A most important field our company
works in is information security in integrated
automated systems,” said Mikhail Bobov, head of in-
formation security department. “We have plenty of
experience, as works in the area have been conducted
since 1974 and cover theoretic research of information

security issues and development of secure automation sys-
tems. The company deals with development, testing and in-
stallation of information security systems and secure data
processing assets. We also work on standardisation and uni-
B 06pabo fication in the field of information security.

The company has been developing secure automated sys-
tems, including C4ISRs, for almost 40 years. Over the peri-
od, it has installed security equipment in 85 mobile systems,
two communication equipment rooms, nine field processing
centres, five operational communication systems, 15 com-
mand posts of different armed branches and levels and about
30 stationary command posts, test sites and military schools.

Since the 1990s, the company's leading specialists have
been taking part in various national and international sci-
tech conferences. They have published over 80 scientif-
ic works and made over 150 inventions. On the basis of its
Perekat hardware-software system, AGAT — Control Systems
has developed data security assets that are now used in
peanp state information systems.

e The company’s scientists have conducted as many
as 24 R&D works in the sphere of information security.
These important theoretical studies were used to work out
the methodology of building user access rights differen-
tiation systems, under which access control software for
automated systems was written.

* ok x

Of course, the company has made its achievements in
information security thanks to its highly qualified personnel. A
person who deserves admiration is the head of information se-
curity department. Professor Mikhail Bobov holds Ph.D. (engi-
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a3e 3TMX BECOMbIX TEOPETUYECKUX UCCNEA0BaHMI CO3Aa~
Ha METOAONOrUA MOCTPOEHWUA CUCTEM PA3TpaHUyeHUA Ao~
cTyna nonb3oBsarenedt K 6aam fJaHHbIX, B COOTBETCTBUM C
KOTOPOJ/ pa3paboTakbl NPOrpaMMHbIe KOMMIEKCH ynpaBne-
HUA IOCTYNOM U 3AMUHUCTPUPOBAHUA NOAHOMOYMIA AOCTY-
Na, BCTPOEHHbIE B ABTOMATM3MPOBAHHLIE CHCTEMbI.

*x

JlocTvxeHus B 061aCT 3aWuTsI MHDOPMALUK, KOHEY-
HO Xe, CBA3aHbI C HA/IM4UEM BLICOKOKBANMDULMPOBAHHBIX
KaapoB. [loCTO/HbIM NPUMEPOM ANA NOAPAXKAHUA U Npo-
(heccuoHanbHoro pocta paboTHUKOB NPEANPUATUS ABAA-
€TCA, HECOMHEHHO, PYKOBOAMTENb OTAENA 3alliuThl UHOP-
maumu. Npodeccop Muxann 50608 uMeeT yueHyk cTeneHb
[IOKTOpa TeXHWYeCKnx HayK. bonee 38 net oH TPYAUTCS B
0603HaueHHOM cdepe B aBTOMATM3UPOBAHHBIX CUCTEMAX
ynpasnenua. Muxaun Hukutvy epuHcTeeHHbIA B benapy-
CH 3alUUTAN KaHAUAATCKYIO U JOKTOPCKYIO AUCCepTaLuu no
3auuTe uHdopMaLmu: nepsyio — B MOCKOBCKOM Hay4HO-
MCCNER0BATENLCKOM MHCTUTYTE NPUBOPHOIA aBTOMATUKY, 3
8TOpy0 — B Benopycckom rocyaapcTeeHHOM yHuBepcuTe-
Te UHGOPMATUKK U PANO3NEKTPOHUKM.

OtmeTiM, 4To B 2011 rogy 3a paspaboTky v BHeapeHue
cepuitHbix 06pa3LioB 3allMilieHHON TeXHUKK PAA Cnelya-
nuctos OAD «ATAT — cucTeMmbl ynpasneHusa» — ynpasns-
foLan KOMNaHUA X0NUHra «[eouHOPMaUNOHHbIE CUCTe-
Mbl ynpasneHus» 6bia yaocToeH npemum [ocyAapcTBeHHO-
10 BOGHHO-NPOMBILAEHHOrO KomuTeTa Pecnybamku bena-
PyCh B 06N1ACTU HayKV U TeXHWKY, a cam Muxaun bo6os —
Meaany «3a TpyAoBble 3acayrun.

* ko

Kak paccka3an pyKoBoAuTeNb 0TGN 3aLUTEI MH(OpPMA-
LMY, NPY CO3AaHUN CUCTEM M NPOAYKTOB MHOPMALMOHHBIX
TeXHOMOTWH UCNONb3YETCs Pa3paboTanHas Ha NPeanpUATUA

neering). He has been working in the field for over 38 yearand
wrote his Ph.D. thesis on information security.

In 2011, a number of the company’s specialists received
the Goscomvoyenprom science and technology award for
the development and introduction of serial secure systems,
and Mikhail Bobov was honoured with the medal For La-
bour Merit.

According to Mikhail Bobov, during the development of IT
solutions AGAT — Control Systems uses its own methodolo-
gy of designing military and civilian secure automated sys-
tems, which includes such important elements as the infos-
ecurity requirements elaboration procedure and security cri-
teria determination procedure.

The guiding documents stipulating the key areas of
research and production are the Concept of Ensuring In-
formation Security in the Integrated Information System
of the Belarusian State Control Committee, the Concept
of Ensuring Information Security in the Information Sys-
tem of the State Military Industrial Committee, the Securi-
ty Profile for Automated Control Systems of the Belarusian
Armed Forces, the Security Profile for the Integrated Infor-
mation System of the Belarusian State Control Committee,
which are based on international and national infosecuri-
ty standards.

How is infosecurity ensured in military and other C4s?
Andrei Obukhovich, head of sector, information security
dept., AGAT — Control Systems answered this question for us.

“P(s and information sources of C4s are protected from
unauthorised access by means of a set of identification and
authentication systems, controlling access to the data pro-
cessed and stored in the PCs, recording and controlling the

HALLA CNPABKA / FOR YOUR REFERENCE

0AQ «ATAT — cucTembl ynpasieHusa» — ynpaenaiowas
KomnaHua xonanHra «FeonH(opMaLoHHbIE CHCTEMbI yNpaB-
NEHUa» UMeeT NULEH3NM Ha BUALI AeATeNbHOCTH, CBA3aHHbIE
€ 3aWuToN MHdOPMaL UK, B TOM Yucne:

— nuueH3uio OnepaTuBHO-aHaNMTUYECKOro UEHTPa Npy
Mpe3ugente Pecny6nuku benapycs Ne 01019/71 Ha npaso
OCYWW|ECTBNIEHNs TEXHUYECKO 3alThl NHOPMALUK, B TOM
yucne KpUnTorpaduyeckumi METoAamy, BKIoUas npumeHe-
HUe 3NEKTPOHHOM LUDPOBOI NOANUCH;

— nuuen3uio KomuTeTa rocyaapcTeerHoi besonacHocTy Pec-
ny6aunku benapyce Ne 03070/0336518 Ha npaso OCyliecTBNEHUSA
[AEATENLHOCTY, CBA3aHHON C KPUNTOTpatnyeckoi 3aluToN n-
(hOpMALMM 1 CPEACTBAMM HEFNIACHOTO NOAYHEHNA MH(OPMALH.

AGAT — Control Systems

agement company of the Geoi

Control Systems Holding holds licenses to
conduct infosecurity-related works, including:

— license of the Operational and An-
alytical Centre of the Belarusian President
No. 01019/71 to carry out technical protection of in-
formation, including employment of cryptography and dig-
ital signature;

— license of the Belarusian State Security Committee
No. 03070/0336518 to perform activities related to cryp-
tographic data protection and using covert information ac-
quisition systems.

ARY-INDIUSTRIAL COMPLEX. BELARUS

METORO/I0TUA NPOEKTUPOBAHHA 3ALLMILIEHHbIX ABTOMATU3MPO-
BAHHbIX CUCTEM KaK BOBHHOTO, TaK U rpaxAaHcKoro npume-
HEHUS, BaXHBIMU 31EMEHTaMU KOTOPOW ABNAKTCA METOAU-
ka (opMMpoBaHHs Tpe6oBaHuil no GesonacHocTy MHbOp-
MaLluy 1 MeToAMKa Onpeaenenus KpuTepues Ge3onacHocTy.

OcHoBHble Hanpasnenua uccneoBaHmii 1 npou3sopa-
CTBA XapaKTePH3YIOT Takue AeACTBYIOUME AOKYMEHTbI, Kak
«KoHuenuus obecneyenus 3awuTsl MHOPMALUM B MHTe-
TPUPOBaHHOI MH(DOPMALMOHHOI cUucTeMe KoMuTeTa ro-
CyAapceerHoro KoHtpons Pecnybnuku benapycs npu ee
akcnayarauuuy, «KoHuenums obecnederus 3awutsl ux-
dopmaumu 8 uHhOPMaLMOHHOM cucTeMe locypapcrsen-
HOr0 BOGHHO-NPOMBIUWNEHHOMO KoMUTeTay, «Mpodunb 3a-
WHTLI «ABTOMATU3UPOBAHHbIX CUCTEM YNpaBAeHUs Boopy-
enHbix Cun Pecny6auku Benapycoy, «MMpodunb 3awusi
MHT@rpUpoBaHHO! UHDOPMALUOHHON cucTembl Komutera
rOCYAapCTBEHHOTO KOHTpons Pecnybavku benapychy, 6a-
3UpYIOUMeCs HA MEXAYHAPOAHBIX U OTEYECTBEHHBIX CTaH-

AapTax B 061acTH 3aWmT UHOPMALWK.

Kak xe gocturaercs sawwra undopmaumm s asTomarusu-
POBaHHBIX CUCTeMaX YNPaBNeHUA BOEHHOrD WA UHOMO Ha3Ha-
4eHna? Ha 3toT Bonpoc oTBeyaeT HayanbHuk CexTopa oTge-
nano 3awmte uidopmauun 0AQ «ATAT — cucTembl ynpasne-
HUA» — yNpaBnsioLias KoMNaHUA XONAUHra «TeOUH(OpMa-
UHOHHbIE CUCTeMbI ynpaBneHus» AHppeit 06yxosuy:

— 3awmra M3BM 1 uHdOpMALHOHHBIX pecypcos asTo-
MaTU3UPOBAHHBIX CUCTEM YNIPABAEHUA OT HECAHKUMOHUPO-
BaHHOT0 AocTyna obecneynsaercs peanusaumeit kKomnaek-
Ca CPeaCTs, OCYWeCTBAAIOWMX OMO3HAHME U NOATBEPKAE-
Hie noanuHHocTv oneparopos M3BM; ynpaenenuem go- |
CTynoM K uHdopMaLmu, obpabatbiBaemoii u XpaHUMOif B ‘
M3BM; yyetom u KOHTPONEM COBBITHH, CBA3aHHBIX C JO-
CTynoM onepatopos K MHhopMaLuy, obpabatsisaemoii Ha
M3BM; kpuntorpacduyecko 3awmroit nHbopMayuu, obpa-
6atbiBaemoii Ha M3BM.

TapaHTMPOBaHHOCTb 3aluTH OT HeCaHKLMOHUPOBaHHO- [

[0 AOCTYNa AOCTUTAETCA 3 CYET BHINOAHEHUA DYHKLMH 3a-
UATLI B U30/1UPOBAHHO NPOTPaMMHOt Cpepe, XapaKTepu-
3yloujeiics creaylownMu yCnoBUAMU:
— Ha l13BM c nposepenHbim BIOS ycraHosnena NMUeH-
310HHas onepaynonHas cucrema (0C);
— ROCTOBEPHO 0becneynsaercs HeusmeHHocTs OC u
BIOS ans ganHoro cearca pabots;
— HOCTOBEPHO 06ECNeYnBAETCA HEM3MEHHOCTb anna-
PaTHo-NporpaMMHoro okpyxeHus;
~ MICKII0YEH 3anyCK NporpaMM BHE NPOBEPEHHOrO an-
N1apaTHo-NporpaMMHOro OKpyYKEHUs.
) vCoanaane ¥ NOAREPXKA U30NUPOBAHHON MPOrpaMM-
OV CPeaibl BO3MOXKHa TO/IbKO Ha OCHOBE NPUMEHEHNS Crie-
gnanwux annapatHbix CPEACTB, KOTOPbIE MOTYT (yHKLM-
HMpOBaTL He3aBUCUMO OT YCTaHOBNEHHO! ONepaLMoH-
HOW cucTems!,

. Eé 2010-2012 ropax 8 cooTBETCTBUYU C MocraHosnenu-
- 08eta Munuctpos Pecnybnukm Benapycs Ne 675 ot
Mas 2009 roga oTAenom 6bina nposejeHa arrecrayus
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Jlnuen3us OnepatneHo-aHanuTMYeCKOro LieHTpa npu Mpe-
3upeHte Pecnybanku benapych paspewaer cregyoume pa-
6OTbI 1 Yy NO TEXHUYECKOM 3aLyuTe MHGOPMALLUK, B TOM
yucne Kpuntorpauyeckumu MeToaamMu, BKIOYas NpuMeHe-
HUe INEeKTPOHHON LnhpOoBOI NoaNMUCH:

— pa3paboTka, NpOM3BOACTBO, Peanu3alins, MOHTaX, Ha-
NlapKa, cepBUCcHoe 06CnyKMBAHME TEXHUYECKUX CPEACTs 06-
paboTKY MHGOPMALY B 3aLUNLIEHHOM UCTIONHEHUM, NPOTPaM-
MHbIX CPE/ACTB 06PaboTKy MH(OPMALWY B 3aLLULLEHHOM UCRON-
HEHWW, TEXHUYECKIX, NPOrPaMMHbIX, NPOrpaMMHO-annapaTHbix
CPeACTB 3aLuThl MHHOPMALMN 1 KOHTPOJIS €€ 3ALUNLIEHHOCTH,
CPEeACTB KpUnTOrpathuyeckoi 3awuTsl MHopMaLM;

— NPOBEEHIUE UCNbITAHWUH, CIELNANbHbIE UCCABAOBAHUA
TeXHUYECKNX CpeacTs 06paboTkin uHGOpPMaLMM, NPOrpaMMHbIX
CpeAcTs 06paboTKU MHDOPMALUM, TEXHUYECKIX, NPOTPAMMHBIX,
NpOrpamMHo-annapaTtHbIX CPEACTB 3aWNUThI MHDOPMALIUU W KOHT-
pons ee 3aUULIEHHOCTH, CPECTB KPUNTOTPatUuecKoM 3aum-
Thl MHDOPMALMM MO TpebOBaHMUAM 630MACHOCTH MHGOPMALWK;

— MPOEKTUPOBAHME, CO3AaHNe CUCTEM 3aLuTbl MH(Op-
Mauum Ha 06bekTax MHhopMaTu3aLum;

— MPOEKTUPOBaAHME, CO3AHNE CUCTEM 3aWuThl HGDOP-
MaLun B MHPOPMALMOHHBIX CUCTEMAX;

— aTTecTauus 06beKTOB MH(OPMATU3aLUU U UHDOPMa-
LMOHHBIX CUCTEM.

cucTeM 3awmThl uidopmaumu ENC KBI (epuHoit ukdop-
MaLMOHHOM CUCTEMbI KOHTPONIA 33 BLINONHEHUEM NOpYYe-
Hui Mpeaupenta Pecnybnuku benapycs), MAC KHJ (uhTe-
rPUPOBAHHO aBTOMaTU3UPOBAHHOM CUCTEMbI KOHTPONb-
Hoit (Han3opHo#) peatensHocti), UCY (MHpopMaumoH-
Hoit cucTeMbl ynpasneus) MockomBoeHnpoma, ACY cra-
LIMOHAPHOr0 KOMAHAHOTO NYHKTa PAAUOTEXHUYECKON BpU-
rafibl, TPeHaXXepHO-UMUTALMOHHBIX CPEACTB KOMNNEKCOB
cpeacTs asTomaTu3aumu ACY onepatusHoro u onepatue-
HO-TAKTU4ECKOro 3BeHa, [0CyAapcTBeHHOM UHbOpMaL M-
OHHOW CUCTEMbI COLUanbHOM 3aWuTsl MuHUCTEpCTBA TPY-
£a ¥ couranbHoii 3aluTel Pecnybanku benapycs ¢ Bblaa-
4eil aTTecTaToB COOTBETCTBUA.

[octurhytbiit 0AO «ATAT — cucTembl ynpasneHus» —
yNpasnaolas KoMnanua xonfuHra «leouHdopmaymuoH-
Hble CUCTEMbl YNPaBNeHUA» BLICOKMIA YpOBEHb pa3paboT-
KU CPefCT8 U CUCTEM UHDOPMALMOHHBIX TEXHONOTMA NOA-
TBepXaaeTca ceptudukatoM cootBerctams Ne BY/11205.01.
00300146 ot 22 uions 2002 ropa. OH yaoCTOBEPSET, YTO CU-
CTEMa MeHe[XMeHTa KayecTsa NpoeKTUPOBaHMs, paspa-
60TKM, NPOU3BOACTBA U OBCNYMKUBAHUA ABTOMATUIMPOBAH-
HbiX CUCTEM YNpaBNeHns BOWCKaMH, pa3BeaKoi, OpyKuem
1 Papuo3NeKTPOHHOM Gopboid, nporpammkoro obecneye-
HUS, CUCTeM, CPEACTB CBA3W U Nepefayn AaHHLIX, a TaKKe
YCTPOACTB 3nekTpocHabxeHus B 061acT BOOPYKeHUs, BO-
€HHOW 1 CneumManbHo| TeXHUKN COOTBETCTBYET TpeboBaHu-

BOEHHO-TPOMBIIIEHHRI KOMIUIEKC. BEAFYC \ MILITARY-INDUSTRIAL COMFLEX. BELARUS
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The license of the Operational and An-
alytical Centre of the Belarusian President
authorises the company to conduct the fol-
lowing works: @

— developing, producing, selling, installing ‘W
and servicing secure data processing hardware and
software systems, cryptographic tools, as well as hard-
ware, software and software-hardware assets for ensuring and
monitoring information security;

— holding infosecurity tests and studies of data process-
ing hardware and software systems, cryptographic tools, as
well as hardware, software and software-hardware assets for
ensuring and monitoring information security;

— designing and developing information security solu-
tions for informatisation objects;

— designing and developing information security solu-
tions for information systems;

— certifying informatisation objects and information
systems.

events connected with the operators’ access to the infor-
mation, as well as cryptographic protection of the data.”

Reliable protection from unauthorised access is achieved
by implementing security functions in an isolated software
environment, featuring the following conditions:

— the PC with a checked BIOS has a licensed operat-
ing system (0S);

— the 0S and BIOS remains immutable during the session;

— the hardware-software environment remains immu-
table;

— no programmes can be started outside the checked
hardware-software environment.

The isolated software environment can be created and
supported only by means of special hardware systems, which
can operate independently of the 0S.

* ko

In 2010-2012, the department certified the infose-
curity systems of the unified information system for su-
pervising the execution of presidential commissions, in-
tegrated information system of supervisory activi-
ties, Goscomvoyenprom’s management information sys-
tem, C4ISR of the SIGINT brigade’s stationary com-
mand post, simulators of operational and operational-
tactical C4ISRs, as well as the information system of the

ih

|

o IS0 900 009
Otaen 0AO «ATA

Juensns Komurera rOCYAapCTBEHHOM 6e3onacHocTy
Pecny6nuku benapycb sknioyaer cnegyioline pabotel 1 yc-
Y1 N0 KpunTorpadmuyeckoit 3awute uHdopMaLum:

— Pa3pabotka (co3parue), NPOU3BOACTBO, TEXHMYECKOE
Oﬁgny»(ueauue (MonTax, ycTaHoBKa, Hanaaka, PEMOHT, rapaH-
TUIHOR 06CnyKUBaHIUe), yHUUTOKEHIe (yrunusauns) wug-
POBanbHbix cpegcrs;

— 2KCnnyaTauua wudposanbHbix cpegcrs;

— MPOBeAeHE CepTUDUKALMOHHDIX UCTBITAHMIE wincpo-
BaNlbHbIX cpepcTs;

HMK;:g:AaHMe 3aWHILEHHBIX MH(OPMAUNOHHO-TeneKoMMy-
HbIX CeTeVi CBAI3U C ucnonb3oBaHMeM cpeacTa Kpun-
Torpaduyeckoii 3awuTel MHGOpMayuu.

HALLA CPABKA / FOR YOUR REFERENCE

Ministry of Labour and Social Protection,
The company's expertise in the de-
velopment of IT solutions is proved
by the conformance certificate
No. BY/11205.01. 003 00146 dated
22 July 2002. It certifies that the qual-
ity management system for design, de-
velopment, production and servicing of
C4ISRs, software communication sys-
tems and power supply assets for mili-
tary equipment meets the requirements
of STB IS0 9001-2009,

Information security dept. of
AGAT — Control Systems is accredited
by the Belarusian National Accredita-
tion Body as a competent testing labo-
ratory for information security systems
(certificate No. BY/11202.2.0.3949 dat-
ed 15 March 2010).

The certificate covers:

— software and software-hardware sys-
tems and organisational measures for infor-
mation security;

— hardware-software and software protection
systems from unauthorised access;

— security profiles and tasks regarding securi-
ty of IT objects.

As was mentioned by Mikhail Bobov, the company is con-
sFantly analysing the threats to com g and informa-
tion resources, confinement channels, as well as technical
structure and operating conditions of C4ISRs. The work has
shown that a comprehensive approach is required to guar-
antee information security today.

For this reason, AGAT — Control Systems develops in-

The license of the Belarusian State Security
Committee authorises the company to conduct
the following works:

— developing, producing and providing main- 'Ay
tenance (installation, setting, repair, after-sales ser-
vice) and disposal of cryptographic systems;

— operating cryptographic systems;

— holding certification tests of cryptographic systems;
— building secure data telecommunication networks us-
ing cryptographic systems.
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uHdopMaLuoHHoro obecneyenus. Cospatot- 3 : ems, procedures and monito
CA MMM UCNONBIYIOTCA FOTOBLIE KOMNNEKTY- out relevant legal and methodologica
fowue u3nenus 6a3oBbix KOHCTPYKLUMA U 2 me akes or uses baseline components and
MaTepwuasnos, B KOTOPbIX yYTeHbl Tpebosa- e ce e equirements and, of co
Hua BesonacHocTU UHdopMauuun. U obs- EREEEL ce 3 ormatio
3aTeNbHO NPOBOANTCA CEpPTUDUKALMA U [REEE
atTecTauus cpeacrs obecneyenus 6eso- - anslated b
NacHOCTU UHOPMaLUK. :

“h iui‘iril'q " ET BHEOPERDI CPEACTER 0L B:
' FOR ALIOST VEARS, SECURITY EQUIPENT HAS BEEN ISTALLED I

ORBHAHBIK CHBLANNRaTHbIK CEAN A SEEEEE
85nnmnnencax Zcummumcalmn equigment gnuqncnmenbnm ueTpaN
moblle Systems PoOmS (el POCESSINg CEnlPeS =+
CHCTOMaK OnepaTHBHO- NUHATaK YNGABAEHN CTAUNORADHBI KOMRANIK NUHATa,
5unmannnnﬁ CBAN 1 5na3nnlmun D0ADB BOiCH 3 0nunuramnbnux HONNTONaK,
oerationa 1 YDOBHEF YIDaBNEHNS BOEHHIK YAEGHbIK 3QBEAHNAN
communicalion SysIems Command posts of iflerent armed ~ stallgnary ComMAnd Posis: (oSt Sies and
Branches and levels military schools
i KapaKTepn3yiolLne 0CHOBHbIC HanpaBneHHA “ﬁﬂﬂeﬂﬂﬂaﬂﬂﬁ i Npon3BOACTBd
2 Gmﬂlﬂﬂ gdocuments, stipuiating Key areas of research and production

«KOHUENUKA DGECNEYeHN 3aLINTLI HHDOPMALNMN B HKTEIDHDOBAHHON numunmaunnunnn BHGIBMB HUMHIEIG

TOCYAQPCTBEHHOIO H[IHIDI]M PBGIIUﬁMIHII Bﬂﬂﬂﬂllﬂh fipn ee ancnnuaraunn»/ g Goncept of

nd Int saetam nf
a6l 1niorma voledll Ul 1HE DEld

«HOHUBNUNA DGECNEYBHNA 3ALNTHI HHAOPMALINH Il HH(DUI]MHIIHI]HHUII GHCTBITIE fﬂEUﬁaDCIBEHHﬂW
BOEHHO-NPOMBILINEHHOID numnma»/ B
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