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M — MOBEJINTEJIb unoroBoit CUCTEMBI CBA3K

The AGAT - Control Systems open joint-stock com-
pany has been operating in the arms market for
over 40 years and has gained unique experience in
the production of special and dual-use products.
They include sophisticated automated command
and control systems, which help commanders and
staffs of differentlevels to meet both training and
combat challenges. The company’s achievements in
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Kak yyebHbIX, Tak u 60eBbIX 3agay. [JocTuxeHUs
cotpyaHukosB OAO «AlAT — cuctembl ynpaBneHus»
B 3TOi 0671aCTU OTMEYeHbl MHOTOYUCIEHHBIMU TO-
CYAAPCTBEHHbIMW Harpajgamu, BbICOKOE KayecTBO
U3AeNunil LEHNTCA U 3apybeXHbIMKU IKCTepTaMu, YTo
BbIBOAUT NPEANPUATUE HA OfMUH YPOBEHb C MUPOBBIMY
nnaepamu no Npou3BOACTBY aHANOTUYHO NPOAYKLMM
BOEHHOr0 Ha3HaveHusA.

Jrta cratbss — 06 0fHOM U3 MnO-
ClefHUX MaclTabHbIX pa3paboTok
OAO «ATAT — cucrtemsl ynpasne-
HUAY, NPOLUeALLeil BCE 3Tanbl CO3-
[aHUs — OT NNaHoB Ha bymare o
FOTOBbIX U3eNNiA, KOTOPbIMU Ha-
Yanu CHabXaTb B HbIHEWHEM rogy
BoopykeHHble Cunbl Pecny6anku
Benapyck. Peyb noiiget 06 ABTO-
MaTU3MPOBAHHON CUCTEME afMU-
HUCTPUPOBAHWUA U MOHWUTOPUHIA
undposoi cuctembl casn (ACAM
LICC) BoopyxeHHbix Cun. B xope
ee CO3[aHMA Hay4Hble COTPYA-
HUKKN 1 uHxeHepsl 0AO «ATAT -
CUCTEMbI YNPABNEHUA» peanu3o-
Ba/M MHOXECTBO OPUTMHANbHbIX
uaen, yuuTblBas BCe OCHOBHbIE
NPUHLMNLI paboTbl BOMCK CBA3M
B YC/IOBUAX COBPEMEHHOr0 BO-
OpYXeHHOro npoTuBobopCTBa.
ACAM UCC npepgHa3HayeHa gnis
aBTOMaTM3aLnUu afiMUHUCTPUPO-
BaHUA ¥ MOHUTOPUHTA LMPOBONA
cucTeMbl CBA3N BoopyXeHHbIX
Cun 1 oObefMHEeHUs aBTOMATU3M-
poBaHHbIX pabounx mect (APM)
MYHKTOB yNpaBfeHUs CBA3bIO B
e[IMHYI0 cucTeMmy.

CyuecTBeHHbI BKNaL B CO3Aa-
Hue ACAM LICC BHecnn cneymanu-
CTbl ynpaBneHns cBasu leHepanb-
Horo wraba BoopyxeHHbix Cun
Pecny6naukn benapych, ¢ KoTo-
pbIMU TECHO COTPYAHMYANW pas-
paboTunku usgenus.

the sphere of defence products
have been honoured with nu-
merous state awards; not only
Belarusian, but also foreign ex-
perts recognise high quality of
AGAT's products. All this proves
the company’s ability to rival
foreign counterparts.

This article is intended to
unveil one of the latestlarge-
scale developments of AGAT
— Control Systems: the ASAM
TsSS (Russian acronym for
Automated System for Admin-
istration and Monitoring of
the Digital Communications
Network) of the Armed Forces.
The system has passed all de-
velopment stages from drafts
till end products and is being
fielded in the Belarusian Armed
Forces this year. Taking into
account all major principles
guiding the work of signal troops in a contemporary
armed conflict, AGAT’s engineers have implemented
a number of original ideas. The system is designed
to automate administration and monitoring of the
Armed Forces’ digital communications network and
consolidate workstations at the control points into
an integrated system.

AGAT - Control Systems closely cooperated with
specialists from the communications directorate of
the Belarusian General Staff who also made a consid-
erable contribution in the development of the ASAM.
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B Havane npoektuposanua ACAM LCC nepep cne-
umManuctamu Bbina nocTaBaeHa 3agaya cosfaHus eu-
HOI KOMNIEKCHOWN CUCTEMbI YipaBieHus, obecneyn-
BalolLeil MUHUMANbHOE BPEMA HACTPONKK LU(PPOBON
CUCTEeMbl CBA3M NoCNe nosyyeHns 60eBoi 3afaum
onepaTWBHOE NpefoCTaBNEHNE AaHHbIX O TeKylleM
ee cocTosHun. Cpean 0CHOBHbIX TpeboBaHMii Gbl1o 1
CHWXXEHME BpPeMeHW BOCCTAaHOB/EHUS paboTocnocob-
HOCTM CUCTEMbI CBA3W NPWU BO3ZHUKHOBEHWUW aBapuii-
Hoit cuTyauuu. Take He06X0[MMO BbINO MUHUMU3N-
poBaTb Ko3thhuumneHt
NpoCTOA CeTW CBA3N K

2xQm

At the design stage the engineers were entrusted
with the task to develop an integrated control sys-
tem, which would considerably minimise the time
required toline up the digicom network after receiv-
ing a combat task and would promptly provide data
on its current state. The other main requirements
consisted in minimising communications restoration
time in an emergency and the network’s downtime
ratio, as well making the communications systemless
dependent on personnels performance (scaling down

the influence of the
human factor).

CHU3WTb 3aBUCUMOCTb
(YHKLMOHMPOBAHUA
cuCTeMbl CBA3U OT 06-
CyXKUBaOLLEro nepco-
Hana, To ecTb CBECTU K
MUHUMYMY BAUSHUE Ha
ee paboTy yenoseye- !
cKoro akTopa.
PaspaboTumnku cron-
KHYNMCb C HEKOTOPbI-
MU TPYAHOCTAMY, BO3-
HUKWUMKU B npoLecce
CO3JaHUA CUCTEMBI.
Bo-nepBbix, He0bX0-
aumo 6bin0 obecne-
YUTb OJHOBPEMEHHO
NpoCTOe U HajexHoe
ynpassieHne o6opyao-
BaHMEM pas3HbIX Npo-
M3BOAUTENEN C OJIHOTO

The other key re-
quirements consisted
in minimising the
restoration time of a
communications sys-
tem in an emergency
and the network’s
downtime ratio, as
well as decreasing
the dependence of
the system’s function-
ing of the personnels
performance (scaling
i down the influence of

the human factor).

The engineers en-
countered a number
of challenges during
the ASAM’s develop-
ment. Firstly, the new

APM. Bo-BTOpbIX, BCTaN

BOMPOC O paclunpeHunm

GhyHKUMI u3pgenus pns obecneyeHus ero cooTseT-
CTBUA CTPYKTYpe COBPEMEHHON cuctembl cBA3n Boo-
pyxeHHbIx Cun. Takxe He06X0AUMO ObINO HANTY NyTH
NOBbILEHNS HAZEXHOCTU U MPOMYCKHOI CMOCOOHOCTH
HanoxeHHoi cetu TCP/IP, obecneynTb BO3IMOXKHOCTb
ynpassieHus APM BepxHero ypoBHs 060pyf0BaHuEM,
3aKpenneHHbIM 38 APM HUXHEro ypoBHs.

Komnnekc pacyeToB 1 cepus nabopaTopHbIX Mc-
NbITaHWI NO3BONUIN Pa3pabOTUMKAM HAWTU pelieHne
Kaxgaoro npobnemHoro sonpoca u cozaate ACAM LCC
C BbICOKUMMW KayeCTBEHHbIMU MOKA3aTeNAMU U KC-
nayaTauMoHHbIMU XapaKTepuCTUKamm.

B paspaboTke cneynanuctsl peann3oBany MOAyb-
HyI0 pacnpegeneHHyIo CTPYKTYpY NporpammMHoro obe-
CneyeHns € UCNob30BaHUEM CTaHAAPTHOIO NMPOTOKO-
naynpasnenus obopygosaruem SNMP. [ins yaobHoro
aMUHUCTPUPOBAHMS U MOHUTOPUHTA 060PYAOBaAHUSA
B NpoLecce 3KCnayaTauum B MHTepdencsl onepatopos
OblN BKOYEHBI HEOOXOAMMbIE YNPaBAsiioLLIMe napa-
MeTpbl. YBeNuyeHe CKOpOCTH TpaHCAALMM U fo6aB-
fleHMe MaplpyToB nepefayn UHGoOpMaLUmu nponso-
LU0 33 CYET UCMOJb30BaHUSA B HanoxeHHo ceTn TCP/
IP kommyTaTopoB TpeTbero ypoBHsA. PeanusoBaHa
BO3MOXHOCTb paboThl C akTyanbHON MHGOPMaLmeil o
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system was to ensure

both easy and reliable
control of equipment, supplied by different produc-
ers, from one workstation. Secondly, the system had
to be multifunctional to meet the requirements of
the modern communication system of the Belarusian
Armed Forces. Moreover, the developers were to in-
crease reliability and traffic capacity of the overlay
network and enable a higher workstation to control
equipment of alowerlevel.

Multiple calculations and a series oflaboratory
tests allowed the designers to tackle all the problems
and develop a system combining high quality and
performance.

When developing the system, the engineers imple-
mented a distributed modular software configuration
using a standard network management protocol.
All necessary control parameters were added to
user interfaces in order to make the equipment’s
management and monitoring convenient. Increased
transmission speed and additional data paths were
implemented due to the employment of Layer 3
switches in the TCP/IP overlay network. The sys-
tem provides the user with the data on the current
state and configuration of the equipment. It enables
single-user configuration of a particular device and

COCTOSIHUM M KOHUTypaLnK yCTPOIACTB, 06ecneyeHo
KOH(UrypMpoBaH1e KOHKPETHOIO YCTPOICTBA TONbKO
OAHWM NoNb30BaTeNeM 1 AOCTUTHYTO pasrpaHuyeHue
npaBs AoCTyna c obecneyeHneM BbITECHEHWA HU3KO-
MPUOPUTETHOTO MOJIb30BATENSA BbICOKOMPUOPUTETHbIM.

CobniogeHne npocTeix MpaBui 3KcnayaTaLum
YCTPOWCTBa NO3BONAET ONEpPMpPOBaTb MHOPMaLMen
C BLICOKMM MoKa3aTenem HaaexHocTu. PaspaboTumku
YCTaHOBU/IM OMpefieNieHHble npaBuna paboTel ¢ u3-
genvem. JlornyHo, yto npu pacwmupenun LICC gonxHo
MCnonb3oBaTbcs 060pyAOBaHNE, ANA KOTOpOro obe-
cneynBaeTca agMUHUCTPUPOBAHUE U MOHUTOPUHT
B pa3paboTaHHOM mporpaMmMHOM obecneyeHuw, a
npu ucnonb3oBatun B LICC obopynoBaHus fpyrux
bupM Heob6xo[MMO CO3[aBaTh HOBLIE MPOrpamMm-
Hble moaynu. B coctas ACAM LICC moxHO BKtOYaTh
[OMOJIHUTE/IbHbIE AaBTOMATU3UPOBAHHbIE paboune
MecTa, HoO He0OXOAMMO YYECTb, YTO HOBbIE KOMMbIO-
Tepbl AOMKHbI UMETb XapaKTEPUCTUKMU, CXOAHbIE C
XapaKTepUCTUKAMM YyXKe UCTIONb3YeMbIX, AN KOTOPbIX
cneuuanbHo CreHepupoBaHa, HaCTpoOeHa M ONTUMMK-
31poBaHa onepauuoHHas cuctema Linux. [na nep-
BUYHOTO KOHGUTYPMPOBaHUA 060PYA0BAHUS, NOUCKA
HeucnpaBHOCTeN 1 3anycka nocne Ux YyCTpaHeHUs He-
00X0AMMO NCNONb30BATb MHKEHEPHOE MPOrPaMMHOe
obecneyeHne GupmM-npon3BOAUTENEN UCNIONb3YEMOTO
o6opyaoBaHus.

Ceropns ACAM LICC, co3paHHas B cteHax OAQ «ATAT —
CUCTEMbl YyNPaBAEHUsA», YCMNEWHO NpUMeHSeTCs B
6enopycckoii apmuu, obecneynsas aBToMaTM3aLMIO
ynpaeneHus, 06MeH COOOLEHUAMU, MOHUTOPUHT U
MH(OPMUPOBAHME O COCTOSAHUN LIMPOBOIA CUCTEMBI
cBa3n BoopyxerHbix Cun. Crpyktypa ACAM cooTtBeT-
cTByeT opraHu3auunoHHon ctpyktype LCC BoopykeH-
Hbix Cun, B ee cocTaB BxoaaT aesatb APM, pasmewyeH-
HbIX Ha MYHKTax yNpaBAeHUsA CBA3bIO.

APM wu3penus ob6beauHeHbl B eAUHYID CUCTEMY
yNpaBneHus, U MHHOPMaLMOHHBIA 0OMEH MEXKAY HUMK
NPOMUCXOAUT NO HANOXKEHHO CETU Nepefaymn faHHbIX
TCP/IP. ABTOMaTM3MpOBAHO YNpaBieHNe PeXUMaMU
paboTbl U KOHdUrypuposaHue obopyaosaHus LICC.
ABTomaTtuyecku npoucxogut cbop, 06061eHME, Xpa-
HeHWe u oTobpaxeHue faHHbIX 0 cocTosHumn LCC, ee
OTAENbHbIX INEMEHTOB M 060pYAOBaHMA. Mpu 3TOM
HaKannuBaeTca cTaTUcTUyeckas UHbopmauus ans
OLEHKM KayecTBa dyHKuMoHuposaHua cetn LCC B
LLesIoM M NOArOTOBKM OTYETHbIX foKyMeHTOB. B ACAM
LICC obecneyeHo pasrpaHuyeHure NpaB JoCTyNa fLOMK-
HOCTHBbIX JIUL, K CUCTEME YNPABAEHUS, B TOM YUCIIE Bbl-
LeCTOoALero opraHa ynpasnaeHus K MHDOpMaLMOHHbIM
pecypcam apyrux 3BeHbeB. B cucteme peanusosaH
PeXWUM BbITECHEHUA HU3KOMPUOPUTETHOTO NONb30-
BaTeNs BbICOKOMPUOPUTETHBIM, TO eCTb 0OecneyeH
aBTOMATWU3MPOBAHHbIN JOCTYN BbIWECTOAWETO 3BEHA
yNpaB/ieHUsA K pecypcam ynpasneHus noJ4yMHEHHbIX.
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differentiation of access rights allowing a high-
priority user to oust alow-priority one.

The system’s operating rules are quite simple and
it provides the user with highly reliable data. The
developers have set certain regulations that have to
be observed when running the system. It is reason-
able to use equipment administered and monitored
by the developed software when expanding the
communications network, as well as to make new
software modules when integrating equipment of
other producers. Extra workstations can be added
to the ASAM, but new computers must have similar
characteristics with those already used with which
the Linux operating system has been generated,
customised and optimised in a proper way. Original
software from the equipment’s manufacturer should
be used for its initial configuring, troubleshooting
and subsequent actuation.

* k *

The ASAM is being successfully employed in the
Belarusian army. It ensures automated command,
control, communications and monitoring, as well
as provides data on the state of the Armed Forces’
digicom network. The ASAM’s structure matches
that of the Belarusian Armed Forces’ communica-
tions network and includes nine workstations at the
control points.

The system’s workstations are integrated in a uni-
fied control system; data
exchange between
them is conducted
via a TCP/IP overlay
network. Mode con-
trol and the network’s
equipment configuring
are automated. Collec-
tion of data, their con-
solidation and storage,
as well as reflection of
the state of the digi-
com network, its ele-
ments and equipment
have been automated, too. At the
same time the ASAM gathers statis-
tics necessary to evaluate the net-
work’s performance and generate
relevant reports. The system pro-
vides differentiation of officers’ ac-
cess to the control system, includ-
ing that of a higher commander to
the data resources of other chains
of command. A high-priority user
ousts alow-priority one, in other
words, a commander has auto-
mated access to the resources of
his subordinates.




